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Cepgep

b/l

1. TloaroTroBka cepBepa nepea ycTaHOBKOW cepBepa

KOJINYECTBO
JTMCKOBOE JUCKOBOE MOJIL30BATEJIEI C
g[l’(l)JI/[llfiIl\]/)[ INPOCTPAHCTBO IMPOCTPAHCTBO Ogll/zlzl;gﬁ(i}lggﬂ IMPABOM
( ) (OS+APP) (DATA) (08) OJHOBPEMEHHOI'O
MNOAKJIIOYEHUSA
Microsoft Windows
RAM:64 Gb, Server (2008 u
BBIIIIE)
Intel Xeon 2 HDD/SSD -
cPUEs2670 | 1 HPR- 0GR 400 Gb + 400 Gb LINUX ’
(2,60GHz, 8
processors) (Astra Linux 2.12 /
PEJI OC 7.2)

Heo0x0anMBbI€e JTOTOIHUTEIbHBIE IPOAYKTHL:

JAVA

OpenJDK 1.8 / Liberica JDK 8

Jython

Jython 2.7

Postgresql / PostgresPro

Postgresql 9.6.5 / Postgres Pro Standard 12.4.1

Tomcat

Apache Tomcat 8.5

NucTpykims o pa3sépreBanmio IImargopmsl yrpaBieHns

pYicKaMu H omiepalioHHON HanexxHOCThI0 EdOnline
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2. Hacrpoiika cepBepa b/l

2.1. BoccranoBiaenue b/l w3 65kana.
Jlnst BoccTaHOBiIeHHs 0a3bl JaHHBIX [lnaTdopmbl ynpaBieHus pUcKaMy U ONEPAllMOHHON HaJIE)KHOCTHIO
EdOnline nHeoOxomum 63kan (¢aitn ¢ pacimupenueM .bak) 6a3p1 ganabix u goctyn k SQL cepepy. [Ipu

BOCCTAHOBJICHUU 0a3El JaHHBIX W3 MOJIHOM pe3epBH017I KOIIMY CHUCTEMHBIHI AAMUHUCTPATOP AOJDKCH OLITH

€IMHCTBEHHBIM TOJIb30BaTeNeM, paboTatomuM ¢ 0a30il JaHHBIX.

[To ymomuanuio umst 6a3el JaHHbIX [lnaTdopMel ynpaBieHus pucKaMu U ONEPAlMOHHON Ha/leKHOCTBIO

EdOnline — suon.

HPEAYIPEXIEHHUE! 3TO JENCTBUE HEPE3ATPET CYIIECTBYIOIIYIO BA3Y JAHHBIX C IIOTEPEM

BCEX U3BMEHEHUWI!

2.2. Coznanue B/I.

Ilepeiitu noj cyneprioyib3oBaTellss KoMaH10i sudo su ¥ BBECTH NMapojb MOAKIIOUSHHUS.

[Iepeiitn o1 mob30BaTENS postgres KOMaHI0il su postgres.

Coznate b/l koman0it createdb suon (suon — ums coznaBaemoii bJ1)

Botitu B PostgreSQL Environment komanmoii psql, mocie BBojia JaHHO# KOMaHIBI TOTpeOyeTcs
BBECTH MApOJIb IS YKa3aHHOTO MOIb30BaTes (postgres)

[Tpu npaBUIBLHOM BBITIOJHEHMH NPEABIIYIUX IIAr0B HA dKpaHe OyaeT uHpopMalus ¢ Bepcueit
CVYB/IL.

Yo6enautnces, uto b/ co3nana komanoii \l, mpu ycnemHom coznanuu B cnucke bl CYBJI Oyner

M3 co3anHoi bJI.

Cepsep IlpuiioxeHus

Java

3.1.YcraHoBka Java
Oo6HoBIeHNE KoMIIOHEeHTa openjdk:

sudo apt-get update (06HOBHUTH ITAKETHI);

- apt-get install openjdk-8-jdk (urcranmuposars nocneanuit 8-it jdk);

i\
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- update-alternatives —config (ckoudurypupoBats cucteMy Ha paboTy ¢ HUM).

Ckauaiite u ycranosute nocienuuid OpenJDK 1.8. Cnenyiite uncTpykuusiM Ha 3kpane. Bee napamerpsl

MOJKHO OCTaBUThH 110 YMOJIYaHUIO.

Jlo6aBbTe mepemennyio okpyxxenusi JAVA HOME:

A

1 Orepoine LK

(e Boe pesenTe rnene yipELaE b Cnrees v | %y [l Mouer g ngees pnposseran )

o ¥ Yrparneime

Mlasienn ynpasssns -

# ToroisesyN
ADMBOLINAR CTPEH WS
Ml rare-nTh CETHCA AHCK.

neiep yerpaRcTs
CTENIGHHTE CETEICH ANCE— -' fnc P yIp

% Hecrpoidics yaanessars
Cosgam: Apasik accryna

Yapnure B Saupre cnctemn
(e —

[

B

! fonoHATENEHEIE NBRAMETER
ncTena

MpGCMOTE OCHOBHBIX CBEAEHIWA O BALLIEM KOMMbHOTEDE
Viaaasiins Winddeuss

Windaws T Kopnoparwewan

=K o i 002008, Ece noasa. .
Czofcren cncresns =
_ Wewa somnescrea [ [r—
Doname s JawuTa ocTomes | Visterrash ahcRm

0T WeTE NDMNA ADMSWCTDATERD A0S HIMENErAE DonsismcTea
HESE M, A3 TROR

Eicpoashcmse
B DDA cnepanaol i
B TR NLarARTI
Mapaseme... | {30 GHz

Mpogne nonaosaneneh
Mapsenie e pafowern GTona, OTHOCRUMECR KI SKOUY B CRGTENT

g N -

I werme cpeae

Menapmsias T
TEMP
M

Teperermie G MOMLIOBATENS A1 . waskey

WUSEAPROFLE% AppDats | ocallTamp
SRUSERPROFLE S Appliota LocalTemp

T e

© e ens CHzTEME, OTAANCIR WATOpMELE

[ comnamns. | [Humeraeme,

— Sl Cicreves nmvere
B 5T
=M

Ckauaiite u ycranosute Jython 2.7.X. B okne «Installation type» Beidepute «Ally:

A 3ython Installation x|

Installation type

The following installation types are available

%

Jython

Please select the installation type:

= All (everything, induding sources}

(~ standard (core, library modules, demos, examples, documentation)

" Minimum {core)
(" Standalone (a callable jar file)
¢~ Custom

¥ Care

¥ Library modules

¥ Demos and examples
¥ Documentation

¥ Sources

Previous | Mext
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B oxne «Target java home» BeiOepuTe Katanor ¢ yctanoBkoir OpenJDK:

Jython Installation x|
Target java home z
Choose the java version (JRE/IDK) to run Jython with Y ]

ython

Please select the java home directory:

" Current
* Other

IC:‘-Program Files\Java\jdk1.7.0_65

Cancel Previous | Mext |

Ckauaiite cepBuCHBI nHCTaUIATOP Tomcat. 3anmycTuTe HHCTAISITOP U CIeAyHTe MHCTPYKIUsIM. B okHe
«Choose Components» B BEITIaJIAIONIEM CITUCKE BbIOEpUTE THIT ycTaHOBKHU «Fully:

4. Tomcat

4.1.YcranoBka Tomcat
- Co3gaHue noJap30BaTeNei U IPyIIIIbL:

groupadd tomcat

useradd -s /bin/false -g tomcat -d /opt/tomcat tomcat

- Hepexoz[ B IUPCKTOPUIO YCTAHOBKHN Tomcat u ero ckaunBaHue:
cd /opt/

wget http://mirror.wanxp.id/apache/tomcat/tomcat-8/v8.5.6/bin/apache-tomcat-8.5.6.tar.gz
PacnakoBka quctpunOyTtuBa Tomcat:

tar -xzvf apache-tomcat-8.5.6.tar.gz

mv apache-tomcat-8.5.6 tomcat

- CmMeHa BriaJienblia JUpeKTopun nHeTaLsun Tomeat:

chown -hR tomcat:tomcat tomcat

chmod +x /opt/tomcat/bin/*

3anyck Tomcat:

%apache home%/bin/sh startup.sh

+
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ﬁ Apache Tomcat Setup

Choose Components

Choose which features of Apache Tomcat you want to install,

=101

Check the components you want to install and uncheck the components you don't want to

install. Clidk Mext to continue.

Select the type of install:

Or, select the optional
components you wish to
install:

Space required: 18.5MB

Mullsoft: Install System v, 46

R -

=[] Tomeat

Core

Service Startup
Native

-.[¥] Start Menu Items
-.[#] Documentation
Manager

--[¥] Host Manager
-.[v] Examples

Description
Fasition wour mouse
ower a component ko
see jts description,

< Back I Mext = I

Cancel |

B oxne «Configuration» BBeNTE MM TOJIB30BATENS U Mapojh aaMuHHACTparopa (admin/admin).

OcTanbHbIC HaCTpOﬁKH MOKHO OCTaBUTEL 0€3 U3MEHCHHUS.

O6patute BuuManue Ha «HTTP Connector Port», T.k. B Balieli cucteMe 3TOT MOPT MOXKET OBITh

3aHaT. Kak IMPOBCPUTD, 3aHAT JIK MOPT, U, €CJIIN 3aHAT, TO KaKUM IIPOLCCCOM, OIMUCAHO B CTAThEC «Kak

OINpCACIINTh, KAKUM IIPOLECCCOM 3aHAT IMOPT».

ﬁ Apache Tomcat Setup: Configuration Options

Configuration
Tomcat basic configuration,

=101 x|

Server Shutdown Port
HTTR/1.1 Connector Port

AJP(1.3 Connector Port

Windows Service Mame
Create shortcuts for all users

Tomcat Administrator Login
(optional)

Iullsaft Install System vz, 46

8005

a030

a009

il

I Tomcat?

-

User Name I admin

Password | T

Roles I admin-gui,manager-qui

< Back I Mext = I

Cancel |

B okne «Java Virtual Machine» BeiOepute myTh K yctaHoBKe JRE (00bIMHO pacmosiaraeTcs B psiioM

¢ karanmorom SDK):

éD OI{\I{TN'E
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E Apache Tomcat Setup: Java Virtual Machine path sslection
Java Virtual Machine
Java Virtual Machine path selection,

Please select the path of a Java SE 6.0 or later JRE installed on your system,

EH 0630p nanok ‘_J

I C:\Program Fil

|\ Common Files
. DVD Maker
1. Internet Explorer
= Java
| jdk1.7.0_65
ilsef Tristall e 7|
- 1 jres
| Microsoft Games
| Microsoft SQL Server
. Microsoft Visual Studio 9.0

OcTaJIbHBIC IapaMeTphl B IOCJICAYIOIUX OKHAaX MOKHO OCTaBUThH 0e3 U3MCHEHUSL.

ITo 3aBepiieHHN YCTaHOBKY MocTaBbTe ranouky «Run Apache Tomcaty»

EH Apache Tomcat Setup

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer,

Click Finish to dose this wizard.

V' pun Apache Tomcat

/ /tomcat.apache.org

http

-
g

Apache Tomcat 7

< Back I Einish I =anite]
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5. YcranoBka npuiioxkeHus
Hcnonb3yiite MocaeHI00 BEPCUIO BEO-IPUIIOKEHUS (.war) U3 cocTaBa IaKeTa JJIsl MHCTAJUIALUN
npuioxenus. Ilepeiitu nox cynepnosib3oBaresis KoMaHa0# sudo su 1 BBECTH MapoJIb HOAKIIOUEHHUS.
- OcranoButh ciyx0y Apache tomcat eciu oHa 3amy1ieHa: systemclt stop tomcat

- Y6enutncs, uto Apache Tomcat octanoBieH (cTaTyc - inactive) - systemctl is-active tomcat

- CxonupoBath JUCTPUOYTHB MPHIIOKEHUs (.war) B AupekTopuro Yoapache home%/webapps
[TapameTpsl MamuHabl 1 CYBJ] MOTYT OTAMYATHCS.

- Hactpouts ¢aiin konduryparum tomcat (Yotomecat_home%/conf/context.xml):
<?xml version="1.0" encoding="UTF-8"?>
<Context>
<WatchedResource>WEB-INF/web.xml</WatchedResource>
<WatchedResource>${catalina.base}/conf/web.xml</WatchedResource>
<Resource
name="jdbc/selcom"
auth="Container"
type="javax.sql.DataSource"
maxActive="100"
maxIdle="30"
maxWait="10000"
driverClassName="org.postgresql.Driver"
url="jdbc:postgresql://localhost:5432/suon"
username = "postgres"
password = "changeit"
/>

).

clustersConfig" value="/opt/conf/minio_config.yml" type="java.lang.String"

<Environment name
override="false"/>

</Context>

, T7ie url — agpec nojkiroUeHNs K 6a3e JaHHBIX
username — UMl OJIb30BaTels 0a3bl TAHHBIX
password — maposb monas30BaTens 6a3pl JaHHBIX.

- 3anyctute ciayx0y Apache tomcat: %tomcat _home%/bin/sh startup.sh

[IpoBephTe NOCTYIHOCTD MpHI0XKEHU 10 afpecy: http://localhost:8080/suon

[TopT 8080 siBIIsIETCS MOPTOM IO YMOIYAHUIO, €r0 MOKHO U3MEHUTH B KOHPHUTYPAIMOHHOM (aiine
tomcat mpu HEOOXOAMMOCTH.

B ciyuae, eciu 111 ycTaHOBKY IPHIIOKEHUSI IPOU3BOAUTCS € UCIIOJIB30BAHUEM Pa3HBIX
BUPTYaJbHBIX, 00 (huszndeckux cepepoB BMecTo localhost He06X0IMMO YKa3bIBaTh
COOTBETCTBYIOIIUI aJpec, Ile pacloyiaraeTcs KOMIIOHEHT IPUIIOKEHUS.

[Tocne sTOro BoiiANTE B MPUIIOKEHHE.

B ciyyae ycnenHoro Bxojia A0JKHO OTOOpa3UThCsl OKHO HIPUIIOKEHUS ¢ HABUTATOPOM.

.\
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IMoaxkaryeHne BUPTYAJIbHOU MALUIUHBI C MPEIHACTPOCHHOHU

KOH(pUrypauven npoayKra

IIpenHacTpoeHHas KOHGUTYpaIUs MPOJYKTa B BHJIe 00pa3a BUPTYyalbHON MaIlIMHBI C yCTaHOBJICHHOM
oneparmonHoii cucremoit LINUX Astra Linux u peno3utopuem Ha 6aze CYB/] PostgreSQL.

B pamkax npeaHacTpoeHHON KOH(GUTypaluu co3JaHnbl He00X0AuMbIe OOBEKTHI M BBIIIOJHEHA HACTPOMKa
MOJIEJIN.

6. CucremHble TpEﬁOBaHl/lﬂ K afnmnapaTHoMy 4 nporpaMmmMmHOMY o0ecrnevyeHHI0

6.1. AnnapaTHoe o0ecnieueHue

AnmnapaTHoe o0ecriedeHue TpeboBanus K pecypcaM, BbLIEISIEMBIM
BUPTYalbHON MalllHE

[Ipormeccop 8 mormueckux sapa
OnepaTuBHas MaMATh 64 Gb
Kectkuii quck CBo0Ooauslii 006em ot 400 Gb

6.2. IlporpaMmmHoe o0ecrieueHue
151 moakIroueHus: BUPTYajibHOM MalllMHBI PEII0JIAaracTcsl HaIMYue rurepeusopa. ['unepsusop - 1o
IIPUIOKCHUC, 06CCHC"II/IBaIOIHCC OAHOBPEMCHHOC BBINIOJIHCHNUEC HECKOJILKUX OINCPANUOHHBIX CUCTEM Ha
OJHOM KOMIIBIOTEPEC.

7. TpeGoBaHus K NOAKJIIOYEHUIO K BUPTYAJbHON MAallIMHE
HOI[KJ'IIO‘ICHI/I@ K BHpTyaJ'[BHOﬁ MalrHEC JOJKHO OCYHICCTBIIATHCA YCPE3:

- npotoko1 RDP (ynanéuusiit pabounii croi). [Ipu 3ToM HaCTOIBHOE NPUIIOKEHNE U TTOJIB30BATEIH
JIOJKHBI HAXOJUTHCS B TOM ke JoKalbHol cetn, uTo 1 CYB/I;

O06pa3 BUpTyalIbHON MALIMHBI C IPEJHACTPOCHHOM KOHuUrypauuei chopmuposat B popmare OVF u
MOYET OBITh OTKPHIT B JIOOOM THIIEPBU30pE, MOIEPKUBAIOIINM JIJAaHHBIH (opMar.

[Ipumeuanne. Eciu runepsuzop He noaaepxuaetr OVFE ¢opmart, To HEOOXOANMO BBHIIIOJHUTE €TO
KoHBepTaiuio. Hanpumep, B runepeuzopax Ha 6aze Hyper-V, TpeOyetca kouBepraius obpasza u3z OVF B
VHDX ¢opwmar.

i\
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7.1. Iloaka0YeHHe BUPTYAJIbHOM MAILIMHBI

JIiist moIKITFOYeHHs BUPTYaJIbHOI MAITUHEI C IPeHACTpOeHHOM KoHpuryparueii b/ BermomHuTe
el CTBUA:

- CxayaiiTe U pactakyiiTe apXuB ¢ IPEJHACTPOCHHOM KOHPUTYpallneil Ha XOCT-cepBep WK Ha JIF00oi
JIpyroif aHaJIOTHYHO HAaCTPOEHHBII CepBep.

- BeimosanuTe nuMIopt o0pasa BUPTyaabHON MaIIMHBI B BRIOpaHHBII runepBusop. B pesynprare nmmnopta
B rUrepBu3ope OyIeT J0CTyTHA BUPTyalbHasi MalllMHa, HA KOTOPOil YCTaHOBJIEHA ONepallMoOHHasi CUCTeMa
LINUX Astra Linux u peno3utopuii Ha 6a3e CYB/] PostgreSQL.

- Y3naiite [P-agpec BUpTyanbHOH MallMHbI:
" 3aIIyCTUTE BUPTYaIbHYIO MAIIUHY;
"  BOWAWTE B CUCTEMY, UCIIOIB3Ys UM II0JIB30BATENA OO0t U IIapoiib root;
* B TEpMHHAJE BHIIIOJHUTE KOMaHJYy: ip a

B pesynbTaTe BRIIOTHEHHBIX AeiicTBull OyaeT oTrobpaxkén [P-aapec BupTyansHOl MamuHbL. B
naneHelmeM [P-afpec BupTyanbHOM MalIMHBI IOHAJO0UTCS VIS HOJKIIIOYEHHUS K PEIIO3UTOPHIO.

7.2. OnucaHue 10CTYNOB K KOMIIOHEHTAM CUCTEMbI, HEOOXOAUMBIX AJISI
o0ecreyeHusl MOJAEPKKH CUCTEMbI

N/N | KomnonenTta HJoctyn

1 IIpunoxxenue 1. Hocrtyn Ha nepe3arpy3Ky IpuIOKeHHs Ha web-
cepBepe Tomcat.

2. Paspernienue Ha peflakTupoBanue (aiiios B
nupexTopun web-cepsepa Tomecat

2 bl 1. AIMHMHHCTpPATUBHBII H0CTyII K cepBepy b/l
(Postgresql)
A\
< ﬂ_“ Wuctpykims no pazeépreiBanmto [ImaTgopmer yripaBieHus

pYicKaMu H omiepalioHHON HanexxHOCThI0 EdOnline

ONLIN= Bepcust: 1.2



